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Executive Summary
With the turmoil that has consumed IT teams recently, it can be tempting to consider a 
return to ‘normal,’ in whatever form that takes. The reality of this journey is that the business 
requirements for technology have been forever changed, and IT teams must sort out how to 
keep them competitive in this new world. The most fundamental of those requirements is the 
ability of employees to work from wherever they are. That has become the default rather than 
an exception, and the traditional means for remote access are no longer sufficient. There’s 
considerable pressure on IT teams to get their organizations on a more agile footing and a strong 
need to move to new approaches to empower new models of work.

Key Findings
• Traditional remote access approaches have shown their limitations.

• To be competitive in this new environment, organizations need to be more agile.

• Access capabilities need to span applications across existing deployments, cloud-delivered 
and SaaS.

• Concerns about VPN migration must be outweighed by the competitive risk of not 
transitioning to new remote-access technology.

• Progress beyond the simple approaches that suited BYO is mandatory.

Coping with Accelerated Change
We’ve come through a season of tremendous change in our personal and business lives, and 
there is great uncertainty about what lies ahead, which can be daunting for professionals who 
work hard at planning and provisioning to address technology needs. The rate of change that IT 
teams have undergone in the recent past is impressive, and the pandemic has caused IT teams 
to accelerate many plans, and it has disrupted others. Among all the uncertainty, one thing 
that’s evident is that organizations can’t keep doing things the way they have been. The need 
for greater operational flexibility has never been more clear. The significant shift to work-from-
home initiatives is a key example; remote access is now the norm and no longer an exception. 
Organizations need to embrace this shift and act swiftly to ensure that they can deliver effective 
security alongside access agility. They have to ensure that they can make remote access ‘real’ – 
to address the new reality in ways that are useful.

Traditional approaches to remote access have been struggling for some time to address the 
requirements of a modern business and an evolved threat landscape. Traditional VPNs made 
sense in a world where remote access was an occasional need and attackers were less skilled 
at compromise and traversal. Companywide work-from-home initiatives have exposed the 
capacity limitations of on-premises systems. But ramping up capacity rapidly is challenging both 
operationally and financially.
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Figure 1: Work-from-home frequency pre-pandemic
Source: 451 Research’s Voice of the Enterprise: Workforce Productivity & Collaboration, Work Execution Goals & Productivity 

Challenges Q1 2019
Q:  In general, how often [does any member of your team/do you] work from home or another fixed location that isn’t your 

company’s office?

Even before the current situation, remote work was already accelerating. A 451 Research 
Voice of the Enterprise (VotE) study in early 2019 found that a significant amount of work was 
taking place outside of the regular office environment – over a quarter of regular employees 
said they work outside of the office most or all of the week, and that number was even higher 
for management-level employees. Organizations were already feeling capacity pressure, but it 
hadn’t yet become a critical issue.

At the same time, because of policy-control constraints, there were risks with those employees 
that were using remote access. Because it was more complicated to constrain access, policies 
weren’t particularly granular, making the risk level of eventual device compromise unnecessarily 
high. For many traditional remote access systems, deep and specific controls weren’t even 
available, limiting the protections that could be put into place.
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Challenges Ahead

Organizations face three main challenges in managing remote access: scale, scope and strategy. 
To enable a modern and remote workforce, organizations need to be successful at all three. An 
empowered workforce and agile infrastructure are critical to being competitive in whatever the 
future holds.

Scale

Scale is the most obvious challenge to existing environments, simply because far more 
employees will be working remotely for the foreseeable future. In a 451 Research VotE study 
from late March, 38% of respondents felt that expanded work-from-home policies were likely to 
become permanent. That percentage rose to 67% in the June follow-up study, further solidifying 
the trend. With these new requirements, organizations need to consider how they’ll scale to meet 
access-capacity needs in the same way that they’ve been considering infrastructure scaling. 
Traditional on-premises VPNs lack the flexibility to manage cost and capacity in ways that most 
organizations can afford. Fixed capacity requires large capital investments that may not be a 
viable option in the stretched situation that many organizations find themselves.

Figure 2: Remote work policy response to the outbreak
Source: 451 Research’s Voice of the Enterprise: Digital Pulse, Coronavirus Flash Survey March, June 2020
Q:  Do you expect any of the following measures that were taken in response to the coronavirus (COVID-19) outbreak to 

remain in place long term or permanently at your organization? Expanded/universal work-from-home policies. (n=498)
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Scope

The scope of remote access has been dramatically expanded. The range of locations from which 
a dispersed employee population is working requires acceptable performance that’s available 
on a global scale. Another challenge is that VPNs may not offer sufficient network performance 
for all users because of their fixed location. In addition, remote workers may not always be using 
managed devices; they may be accessing apps from unmanaged and BYO devices. Providing 
secure access to unmanaged and BYO devices without compromising security for the underlying 
network is a huge challenge with VPNs. On the other hand, the inability to work on any device as 
well as VPN performance issues affect productivity for remote workers.

Strategy

An effective strategy for delivering secure and effective remote access must consider the full 
range of applications that employees use. VPNs were designed in the days when applications 
were all on-premises and a common, physical access location made sense. Of course, that’s  
not the case for any modern enterprise today. An application portfolio is made up of SaaS,  
cloud and traditional hosting locations, and the VPN approach either requires routing traffic in 
ways that impact performance or hands-off management to a separate system, increasing  
operational complexity.

Traditional approaches have far too many challenges to be acceptable for modern organizations. 
Employees need to be productive wherever they are working, and they need secure, effective 
and operationally sustainable access to their applications.

Addressing Enterprise Needs

So far, IT teams have adapted to these new conditions reactively, often expecting that the needs 
they were addressing would be temporary. The reality is that these conditions, in varying forms, 
are going to persist – the temporary is becoming permanent. This new reality calls for a shift in 
remote access strategy, and any further investment needs to enable remote work in ways that 
will pay off in the long term.

In the June VotE Flash study, enterprises indicated that they are well aware of the needs ahead. 
Respondents said they expect increased spending for both IT and security, but they have an 
important investment decision ahead of them: they must decide how to spend wisely enough to 
deal with current needs while building capabilities that will serve them well going forward.
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Figure 3: Investment changes following coronavirus outbreak
Source:  451 Research’s Voice of the Enterprise: Digital Pulse, Coronavirus Flash Survey June 2020
Q: For each of the following expense categories, please indicate whether your organization is spending more or less money as 

a result of the coronavirus (COVID-19) outbreak. (n=272-365)

Employees’ frustrations as they adjusted to work-from-home initiatives have clearly highlighted 
the remote-working requirements that need to be in place. Fundamentally, employees need to be 
able to access any application from anywhere and be able to do so in ways that offer a consistent 
access experience, independent of where that application resides. IT teams need systems that 
offer them effective controls and have consistent operational experiences if they’re going to 
be able to operate at the greater scale that higher-percentage remote working requires. For 
manageable controls, they’ll need the ability to apply consistent access policies across the full 
application portfolio.
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A Better Way Forward
Most VPNs have been in place for years, but there is a better way to address concerns about risk 
and transition complexities that can also step beyond the single focus of traditional VPNs, which 
have limited IT teams’ options. Assessing new remote-access approaches can seem daunting, but 
the path to post-VPN thinking starts with setting expectations for what needs to be accomplished 
without the constraints that traditional approaches entailed. 

To address scale and scope considerations, most enterprises will choose a cloud-based service 
model. A well-implemented cloud service can offer performant connections to employees that are 
widely distributed; use managed, unmanaged and BYO devices; and work with fixed and mobile 
connectivity. A cloud service should also be able to offer richer context for policies, such as device 
status, location and authentication method. Better context means that IT teams will have more 
granular controls for tailoring access, ensuring that the right employees have the right access to 
the right applications. Capable systems will also be able to manage the complexities of integrating 
with a range of identity systems that drive the modern enterprise.

Organizations also need to consider the ways in which post-VPN access environments can enable 
new models of work. VPNs were limited to simply providing a conduit for application traffic. In 
a post-VPN world, the access infrastructure ought to deliver application- and data-centered 
capabilities that can manage access with much greater sophistication and enable a broader range 
of working models for its users. That means ensuring that employees have flexibility in the devices 
that they use and in the connection mediums that are available to them. It means that individual 
applications can be delivered with an access mechanism that’s tailored to the employee’s working 
environment. That’s a long way from VPN thinking.

One benefit of cloud-based services is that the process of scaling them up is independent of the 
need to build out physical infrastructure. That allows for a transition that can have a more dynamic 
schedule that is tuned to the successful adoption of the system.

Clearing Migration Hurdles

A successful transition to post-VPN remote access should begin with some planning to reduce risk 
and minimize transition work. The process can be done in either a sequenced or iterated style, but 
in either case, there are three phases:

• Assessment – define use cases and associated policies

• Staging – initial deployments and operational testing

• Transformation – transition to full operational status and new work models

This path can be used to clearly identify the work required at each step, and it can establish 
evaluation gates to mark progress to ensure that the goals of the transition are completely fulfilled.
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Assessment

The first phase of a successful shift should begin with an assessment of the current use cases 
for remote access. In most instances, there will be uses that weren’t covered by the legacy 
VPN and either weren’t managed or had to work with operational limitations of the existing 
system. The assessment should ensure that the desired work process is captured without 
those limitations. In an iterative transition, where successive waves of users are onboarded, the 
assessment phase is the point where the different cohorts for each wave can be defined.

An important part of building the use cases is understanding the applications that are being 
used in each work process. Some applications are simpler to transition than others, and the 
effort required can determine the transition order. For example, web and SaaS applications 
already have limited dependencies on the user’s device. Generally, they don’t require client 
software. The main integration benefits are the delivery of single sign-on for users, and access 
and data visibility and control for IT teams. These can be good candidates for initial transition 
because they’ll prove out the identity links in the new environment and will likely have simplified 
troubleshooting of any problems.

Client-server applications that were using the legacy VPN are the next level up regarding 
requirements. They are typically more sensitive to network performance and can need more 
bandwidth in operation. Work processes may be more complex, requiring more complete 
characterization to build accurate policies. 

Remote desktops have a broader set of work processes because they offer virtualized desktop 
functionality that may allow users to access multiple applications and tasks. Use cases here 
can be simple policies in high-trust environments, or they may get quite specific, given the 
greater access that a full desktop would have. A subset of this class of application is application 
virtualization. Policies here are often much simpler because access is being provided to a single 
application. Virtualized desktops and applications can be less sensitive to network performance 
than client-server applications because they have the native optimization of rendering only the 
display space of the virtualized instance and often include other performance enhancements.

Once organizations define the initial set of use cases, they can build a set of policy templates 
to address each of them and the employee personas that fit them. This is a point at which the 
additional context that a post-VPN approach offers can be put to work to take advantage of  
the granularity that’s possible. Differing work styles and environments should be considered  
in building policies that can protect data and application access while delivering flexible 
working environments.

Staging

The first substantial use of the new environment begins with staging. The first wave of users 
begins to use the system, and there’s more detailed observation and qualification of the 
policies that are in place. Staging is where the variety of working environments and applications 
should be as varied as possible to explore the fullest set of capabilities and ensure that they’re 
meeting goals.
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In a sequenced transition, it is particularly important to have sufficient breadth of testing 
before moving forward. In an iterative transition, specific use cases and employee cohorts can 
be run through the full operational cycle before a new use case or cohort expands the testing 
into new conditions. One thing to keep in mind in an iterative transition is that it’s important to 
minimize the hard boundaries in use cases. As part of this transition, new models of work are 
being explored, and there shouldn’t be excessive constraints placed on employees. One of the 
big benefits of post-VPN access environments is that they should be able to enable a range of 
working styles, and the staging phase should value and capture those ideas, incorporating them 
into policies for later cohorts.

During staging, employees will typically have access to both their legacy and new environments, 
and they can shift back to the legacy environment if they encounter any limitations in the 
implementation of the new system. This reduces risk by retaining the current working model 
until the new system is fully proven out. Any shift back is an opportunity for IT teams to learn and 
adapt the new system to ensure that it fully encompasses new working modes.

Transformation

Transformation is the final stage of the transition. It’s the point where either the cohort or the 
full set of employees begin using the new access environment full time. It’s the point where 
new working models have been proven, and legacy user accounts and the legacy system can 
be decommissioned. It’s also the point where the policies that have been established can be 
reviewed and codified into operating procedures.

IT teams should consider that because of the expanded reach and capabilities of post-VPN 
access environments, there will be opportunities to enhance employee working models. There 
has been considerable change already, and it’s important to ensure that they’re ready for more 
change ahead. Extending operational processes to include periodic reassessments of application 
and device mix and employee work requirements can maximize the flexibility and usefulness of 
these capabilities.

One thing to keep in mind in the process of moving to greater capabilities is that organizations 
shouldn’t constrain themselves to their previous expectations. This process should be one of 
envisioning new ways of working for their employees. It should open the door to new models 
of work that are able to support a more dispersed workforce while integrating the controls that 
are necessary for them to handle access and data securely. This puts a greater requirement on 
the platform that enterprises select to accomplish these goals, but there are capable offerings 
available. It’s up to IT teams to fully reap the benefits that these systems can deliver by putting 
them to work to power the innovation that they’re capable of.
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Conclusions
There has been remarkable upheaval in the expectations placed on IT infrastructure. 
Organizations have an opportunity to refocus their approach to remote access in a way that will 
improve their competitiveness and empower their employees. IT teams can increase flexibility 
and agility by identifying the key aspects of scale, scope and strategy that can drive post-VPN 
approaches to remote access. With a little thought, it’s a transition that can be accomplished with 
low risk and maximum benefit. It’s also a transition that is necessary to make organizations ready 
for whatever the future throws at them.

Today most enterprises are looking to adopt a zero trust security strategy by 
replacing the traditional VPN. Traditional VPN solutions no longer apply in a world 
where resources can be accessed from both managed, unmanaged and BYO 
devices. You need a better way to protect corporate data—one that matches 
current complexities of the modern work environment. That’s where a strong VPN 
alternative comes in. Learn how at Citrix.com.

https://www.citrix.com/digital-workspace/zero-trust.html
https://www.citrix.com/digital-workspace/byod.html
https://www.citrix.com/digital-workspace/byod.html
https://www.citrix.com/digital-workspace/replace-traditional-vpn.html.
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