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Don’t damage  
your reputation  
by not knowing  
your cloud  
development risk 
Delivering high-value cloud-native applications, quickly, 
is an existential requirement for most businesses. This is 
evidenced by the rapid growth of DevOps practices using 
continuous integration and continuous delivery (CI/CD) 
pipelines and software-defined tools like Infrastructure-as-
Code (IaC). A recent study commissioned by Concourse Labs 
found that 68% of organizations’ cloud infrastructure services 
are provisioned using IaC. 

While these practices empower cloud application builders 
to maximize software development throughput, their 
decentralized and self-service nature limit visibility and 
control of cloud risk. How can you remove the fear of the 
unknown and have zero doubts when affirming your cloud risk 
posture to the board of directors and regulators?

Gaining visibility and control of cloud risk starts with knowing 
where development risk comes from. Some risks are the 
result of simple human error, while others are related to 
ignorance or malfeasance. Ready to get started? Read on to 
get to know the five faces of cloud development risk.

“My developers  
are focused on 

rapidly delivering 
functionality,  
not security  

or compliance.  
I need to know and 
control what risk 

they are creating”

74%
of organizations 

do not implement 
widespread use of 
IaC security tools

— CYBER SECURITY HUB,  

STATE OF CLOUD CONFIGURATION 

SECURITY PRACTICES

https://www.concourselabs.com/
https://www.cshub.com/cloud/reports/the-state-of-cloud-configuration-security-practices
https://www.cshub.com/cloud/reports/the-state-of-cloud-configuration-security-practices
https://www.cshub.com/cloud/reports/the-state-of-cloud-configuration-security-practices
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Overloaded Developer
they continually face pressure from  
deadlines that forces them to work fast

"It feels like I am literally sprinting from project to project. Okay, 
focus; I need to get this code written and merged by 5 o’clock, so I 
can start on the ten other things I need to finish this week.” 

Working feverishly to meet tight deadlines, an 
overloaded developer accidentally forgets to 
enable encryption on a storage bucket and 
forgets to check their code patch against an 
approved security checklist, before merging 
their branch to the mainline.

As businesses push to do more in less time  
and tasks multiply, overloaded developers make 
more mistakes that put your reputation and 
cloud at risk. Fortunately, you can dramatically 
reduce these risks. Security-as-Code enables 
you to automate guardrails within development 
toolchains and prevent non-compliant code 
from being deployed, while also providing 
security teams continuous visibility into these 
risks and full control over your security and 
compliance policy.

65%
of organizations had storage services 
without encryption turned on.
— DATA SECURITY: SOPHOS CLOUD SEC REPORT 2020

of software developers reportedly 
suffer from workplace burnout.
— HAYSTACK STUDY TO UNDERSTAND THE IMPACT  

OF COVID-19 ON SOFTWARE ENGINEERS

85%

https://www.concourselabs.com/
https://haystack-books.s3.amazonaws.com/Study+to+understand+the+impact+of+COVID-19+on+Software+Engineers+-+Full+Report.pdf
https://haystack-books.s3.amazonaws.com/Study+to+understand+the+impact+of+COVID-19+on+Software+Engineers+-+Full+Report.pdf
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Lead Developer
they are needlessly slowed or derailed by 
irrelevant and last-minute security tickets

73%
of developers have thought about 
quitting their job due to security-
related stresses 
— INVICTI, APPSEC INDICATOR, FALL 2021

internet-facing cloud 
misconfigurations are available  
to bad actors, on any given day.
— TRENDMICRO, TREND MICRO RESEARCH FINDS 

MISCONFIGURATION AS NUMBER ONE RISK TO  

CLOUD ENVIRONMENTS

230 
million

These are the “rockstars” within every 
development organization. Lead Developers 
are repeatedly tasked with the most critical and 
complex projects, and are happiest when they 
get their code right the first time, and have a 
predictable process to work within.

However, Lead Developers often feel frustrated 
that they are continually faced with security 
delays which are unnecessary. “Why does 
security break my build with policies that don’t 
apply to how and where my code is being used? 
And why do they always wait until the last 
minute to tell me I have a dozen things to fix? 
I'm frustrated and feel blind sided."

Security-as-Code will make both you and 
your rockstar developers happy. It lets you 
precisely apply controls across a variety of 
applications, with their diverging requirements. 
And it gives developers early security feedback 
and remediation guidance, so they can deliver 
compliant code on time. This way, security 
teams become more like a partner than a  
gate keeper.

https://www.concourselabs.com/
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Unaware Developer
they have not been given a clear and 
up-to-date set of standards to  
comply with

“Great. I’m finally finished coding this new analytics tool that our 
commercial banking customers will love. Hmmm. Not sure if I set 
my storage and database access permissions correctly or if I was 
supposed to enable logging? Not even sure who I would ask?”

Unlike the overloaded developer, the unaware 
developer doesn’t really know which security 
checks they should be using to test their code. 
Sure, they may have a spreadsheet, but no 
reliable way of mapping which checks apply to 
which projects. Cloud usage and cloud APIs 
frequently change. Unaware Developers don’t 
know if their spreadsheets cover the latest 
security checks, or if what they’re running is 
already outdated.

Fortunately, developers no longer have to guess 
whether they're using the right controls.  
Security-as-Code gives you peace of mind  
that every developer, on every application team, 
is automatically applying the latest controls 
during every sprint.

62%

of organizations said a lack of cloud 
knowledge is the primary cause  
of misconfigurations.
— CSA, THE STATE OF CLOUD SECURITY, RISK, 

COMPLIANCE AND MISCONFIGURATIONS, 2021

of developers cite unclear security 
benchmarks as a barrier to testing 
their infrastructure- as-code.
— INFRASTRUCTURE AS CODE SECURITY INSIGHTS, 

SNYK, FEBRUARY 2020.

41%

https://www.concourselabs.com/
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Third-Party Developer
they build code you integrate, but it  
may not be developed with your  
standards in mind

If your organization is like most, your cloud software 
supply chain relies heavily on third-party developers, 
either as direct contractors or through the 
marketplace and open-source code they build.  
Using infrastructure-as-code, a few lines of 
configuration in your Terraform or CloudFormation 
and this code can be fully integrated into your cloud 
stack, without being evaluated to your standards  
and rigor.

Take the reported case of a supply-chain giant who 
inadvertently exposed over 2.5 million customer 
records on a misconfigured AWS S3 bucket. The 
leaked data was reported to contain both personal 
and financial details of clients of more than 100 
business-to-business e-commerce and food and 
beverage customers who use their service for  
supply chain automation3.

An unknown, incomplete, or inaccurate view of  
third-party code leaves your organization vulnerable 
to adverse business ramifications. 

Unlike legacy risk management solutions that rely  
on contracts, questionnaires, and static unstructured 
data, Security-as-Code enables organizations  
to continuously and unambiguously validate  
software developed by third parties against  
their internal security and compliance standards.

external attacks come from 
a breach of a third-party 
service or software.
— FORRESTER

1 in 3
of organizations scan their  
open-source libraries.
— VERACODE, STATE OF SOFTWARE SECURITY

50%
less than

3 https://www.websiteplanet.com/blog/bizongo-breach-
report/#:~:text=Customer%20Data%20Leaked,-PII%20data%3A%20
Names&text=Bizongo%20left%20customer%20data%20sitting,to%20
potentially%20harmful%20third%20parties.

https://www.concourselabs.com/
https://www.darkreading.com/application-security/third-party-software-risks-grow-but-so-do-solutions
https://www.veracode.com/security/what-is-third-party-software-security
https://www.websiteplanet.com/blog/bizongo-breach-report/#:~:text=Customer%20Data%20Leaked,-PII%20data%3A%20Names&text=Bizongo%20left%20customer%20data%20sitting,to%20potentially%20harmful%20third%20parties.
https://www.websiteplanet.com/blog/bizongo-breach-report/#:~:text=Customer%20Data%20Leaked,-PII%20data%3A%20Names&text=Bizongo%20left%20customer%20data%20sitting,to%20potentially%20harmful%20third%20parties.
https://www.websiteplanet.com/blog/bizongo-breach-report/#:~:text=Customer%20Data%20Leaked,-PII%20data%3A%20Names&text=Bizongo%20left%20customer%20data%20sitting,to%20potentially%20harmful%20third%20parties.
https://www.websiteplanet.com/blog/bizongo-breach-report/#:~:text=Customer%20Data%20Leaked,-PII%20data%3A%20Names&text=Bizongo%20left%20customer%20data%20sitting,to%20potentially%20harmful%20third%20parties.
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Nefarious Developer
they can change or ignore controls and 
circumvent your security without you 
ever knowing

Did you hear the one about the open-source 
developer who intentionally corrupted his  
“faker” and “colors” JavaScript libraries, breaking 
thousands of popular cloud-based applications? 
Turns out, this volunteer-turned-nefarious  
developer was fed up with so many for-profit 
companies making uncompensated use of his  
tools, that he thought he’d teach them a lesson1. 

Or how about the cloud engineer who worked for 
a wireless tech company? Allegedly, this nefarious 
developer stole gigabytes of confidential data, and 
then tried to sell it back to his employer. Worse yet, 
his alleged actions caused the company’s stock to 
drop billions in value in a single day2.

Good news! You don’t have to be at the mercy  
of these malicious insiders. Security-as-Code  
lets you centrally govern and automatically enforce 
which checks are applied where, and automatically 
version and track every policy change, so these 
nefarious developers can’t circumvent your  
security controls without raising alarms.

1 https://www.techgoondu.com/2022/01/10/as-issues-of- fairness-and-sustainability-boil-over-a-developer-sabotages-his-open-source- 
 code-in-protest/, https://www.cpomagazine.com/cyber-security/open-source-developer-intentionally-corrupts-npm-libraries-suspected- 
 hack-turns-out-to-be-mischief/ 
2 https://www.forbes.com/sites/angelauyeung/2021/12/01/former-engineer-at-billionaire-robert-peras-ubiquiti-inc-arrested-for-stealing- 
 data-extortion/?sh=1aaeffec562b 

62%
of data breaches in 2020 were  
financially motivated.
— VERIZON DATA BREACH INVESTIGATIONS REPORT, 2021

corporate secrets detected on  
public GitHub.
— SECURITY MAGAZINE, OVER TWO MILLION 

CORPORATE SECRETS DETECTED ON PUBLIC GITHUB  

IN 2020

2 
million

https://www.concourselabs.com/
https://www.techgoondu.com/2022/01/10/as-issues-of-fairness-and-sustainability-boil-over-a-developer-sabotages-his-open-source-code-in-protest/
https://www.techgoondu.com/2022/01/10/as-issues-of-fairness-and-sustainability-boil-over-a-developer-sabotages-his-open-source-code-in-protest/
https://www.cpomagazine.com/cyber-security/open-source-developer-intentionally-corrupts-npm-libraries-suspected-hack-turns-out-to-be-mischief/
https://www.cpomagazine.com/cyber-security/open-source-developer-intentionally-corrupts-npm-libraries-suspected-hack-turns-out-to-be-mischief/
https://www.forbes.com/sites/angelauyeung/2021/12/01/former-engineer-at-billionaire-robert-peras-ubiquiti-inc-arrested-for-stealing-data-extortion/?sh=5fdb5f9d562b
https://www.forbes.com/sites/angelauyeung/2021/12/01/former-engineer-at-billionaire-robert-peras-ubiquiti-inc-arrested-for-stealing-data-extortion/?sh=5fdb5f9d562b
https://www.securitymagazine.com/articles/94776-over-two-million-corporate-secrets-detected-on-public-github-in-2020
https://www.securitymagazine.com/articles/94776-over-two-million-corporate-secrets-detected-on-public-github-in-2020
https://www.securitymagazine.com/articles/94776-over-two-million-corporate-secrets-detected-on-public-github-in-2020
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Now That You Know  
What You're Dealing With...
Concourse accelerates secure cloud delivery by enabling developers to self-service 
the security of their infrastructure-as-code, without friction, while providing security 
teams full visibility and control of cloud risk. Our groundbreaking Security-as-Code 
platform enables you to organically shift security left, without inhibiting innovation. 

 
With Concourse:

 ϊ Dramatically reduce cloud risk by preventing non-compliant and vulnerable 
infrastructure-as-code from being deployed. 

 ϊ Count on every developer on every application team automatically applying  
the latest security and compliance controls during every sprint.

 ϊ Boost cloud developer productivity with automated guardrails and actionable 
feedback that is tightly integrated within their existing toolchains.

 ϊ Have zero doubt about the accuracy of your cloud risk posture with continuous 
visibility at every stage of the cloud application lifecycle.

 ϊ Easily ensure the right controls are applied across different cloud developer 
journeys, each with their own security and risk requirements.

 ϊ Eliminate chaos resulting from automating shift-left security at enterprise-scale, 
by tracking every control change and maintaining a central repository of all policy.

Overloaded NefariousLead Third-Party

Learn More

Unaware

https://www.concourselabs.com/
https://info.concourselabs.com/idc-security-as-code-and-the-cio

