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All organizations can be the target of ransomware, where users’ files or computers are 

taken hostage or system access is hindered until a ransom demand is met. And although 

big game hunting is on the rise — where ransomware operators target large enterprise 

organizations to gain huge payouts — ransomware is frequently aimed at small and 

medium-sized organizations, including state and local governments, which are often 

more vulnerable to attacks. Organizations of all shapes and sizes should continue to stay 

alert and on top of their security. This paper explains the impact of ransomware on small 

and medium-sized organizations, explores factors that lead to increased vulnerability 

and offers advice on how to protect and secure your organization.  

RANSOMWARE ATTACKS:  
SIZE DOES NOT ENSURE SAFETY
Small and medium-sized businesses (SMBs) fuel the economy, contributing to growth 

and innovation, but they often trail behind their larger counterparts when it comes to 

cybersecurity, leaving them vulnerable to malicious attacks. A cybersecurity lag had 

not worried SMBs in the past, as many believed their organizations fell under the radar 

for attacks and ransomware — a study conducted by Paychex in 2017 found that 68% 

of SMB owners were not worried about being hacked. While that attitude appears to 

continue for some businesses, recent studies suggest that times may be changing. 

A Connectwise study in 2020 showed that 77% of 700 SMB decision makers surveyed 

worry they will be the target of an attack in the next six months. This survey highlights 

and contrasts the changing outlook of the surveyed during the previous Pachex 

study. Further, of those surveyed in the Connectwise study, “59% strongly agree that 

cybersecurity should encompass all aspects of their organization, up 13% from the 

previous year.” 

While risk perception may vary, as different studies suggest, there is good reason for 

growing concern: as reported by Inc., U.S. Secretary of Homeland Security Alejandro 

Mayorkas said during a U.S. Chamber of Commerce event in May 2021 that 50% to 70% 

of ransomware attacks are aimed at small and medium-sized companies.   

SMBS HAVE WHAT ADVERSARIES WANT
Small businesses are targeted for a number of reasons, from money and intellectual 

property (IP) to customer data and access. In fact, access may be a primary driver 

because an SMB can be used as a vector to attack a larger parent organization or 

the supply chain of a larger target. Small business owners may not realize their value 

to attackers, as many news reports involving ransomware highlight attacks on larger 

organizations more often than smaller ones, perpetuating a false sense of security that 

ransomware attacks are related to size and profitability.
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50% to 70% of 
ransomware attacks 
are aimed at small 
and medium-sized 
companies. —

U.S. Secretary of Homeland 
Security Alejandro Mayorkas 

in Inc., 2021

https://www.paychex.com/newsroom/news-releases/study-despite-increasing-threats-a-majority-of-small-business-owners-dont
https://www.connectwise.com/globalassets/media/assets/ebook/the-state-of-smb-cybersecurity-2020.pdf
https://www.inc.com/amrita-khalid/ransomware-hackers-crime-cybersecurity-tips.html
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SMALL SIZE, BIG LOSS: SMBS HAVE A LOT TO LOSE 
Cybercriminals have a lot to gain by targeting SMBs, and unfortunately, SMBs have 

even more to lose. According to the  Connectwise study, the average attack cost 

for SMBs has increased 16% ($50,865 USD to $58,902 USD), with more significant 

costs for larger SMBs. 

Some ransomware attacks encrypt computer files and hard drives, locking users out 

of their devices and data, while other variants of ransomware can access user data 

and release or sell it to third parties, leading to data breaches and higher losses. 

While larger organizations — including Colonial Pipeline, a U.S. fuel pipeline company, 

which according to news reports allegedly paid almost $5 million USD to a DarkSide 

ransomware affiliate in May 2021 — are better equipped to absorb huge losses 

and continue to prosper, that is not the reality for many small businesses. Smaller 

organizations can lose more than just money in a ransomware attack — the attack 

can damage their reputation and diminish their chance of survival. 

Due to their smaller size and limited resources, SMBs have a harder time absorbing 

the extra cost of a ransomware attack and the strain on customer relationships. 

And the perception that they are not a target means smaller businesses often don't 

have the personnel or cybersecurity budget in place to protect themselves, making 

a bad situation even worse. The Connectwise study notes that 52% of SMBs “ lack 

the in-house skills needed to properly deal with security issues” and “41% of SMBs 

have specific cybersecurity experts in their organization yet still struggle with the 

cybersecurity skills gap.”

The idea of a ransomware attack shutting down a business may seem unrealistic, but 

unfortunately, it is a real risk. 

COMMON VULNERABILITIES 
The success of ransomware attacks on small businesses can be attributed to 

the unique challenges associated with smaller size and also the more ubiquitous 

challenges faced by organizations of any size: the human element. 

While a work-issued computer is common and even expected in larger organizations, 

smaller organizations do not always provide work computers and instead can 

rely on employees using their personal devices. These devices are used both for 

work-related purposes, including accessing and storing privileged documents 

and information, along with personal activities such as browsing and searching. 

These dual-purpose machines contain high volumes of both business and personal 

information, including credit card information, email accounts, social media platforms, 

and personal photos and content. The pandemic driven shift to work from home 

for many, amplified the already present risks and also introduced a slew of new 

vulnerabilities with many operating outside of their network. 

SUPPLY CHAIN ATTACK 
IMPACTS SMBS
 
On Friday, July 2, 2021, REvil 
ransomware operators managed 
to compromise Kaseya VSA 
software, which is used to monitor 
and manage Kaseya customers’ 
infrastructure. Much of the focus 
has been on Kasaya and managed 
service providers (MSPs), but many 
of the impacted companies were 
small and medium-sized businesses. 
REvil ransomware operators used 
zero-day vulnerabilities to deliver 
a malicious update, compromising 
fewer than 60 Kaseya customers 
and 1,500 downstream companies, 
according to Kaseya’s public 
statement. 

Many of those downstreams 
customers, according to a Kaseya 
press release, are “local and small 
businesses with less than 30 
employees, such as dentists’ offices, 
small accounting offices and local 
restaurants.”  

To help avoid being impacted by 
an MSP breach, MSP customers 
should not assume their MSP 
is secure. Instead, they should 
proactively meet with their MSP to 
review the security solutions that 
are in place. During the contract 
sourcing and procurement process, 
an MSP could be required to 
demonstrate its ability to protect 
the buyer’s environment, and 
contractual stipulations could be 
considered for security testing, 
auditing, documentation and even 
financial contingencies in the event 
of a breach. 
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https://www.crowdstrike.com/cybersecurity-101/zero-day-exploit/
https://www.kaseya.com/potential-attack-on-kaseya-vsa/
https://www.kaseya.com/potential-attack-on-kaseya-vsa/
https://www.kaseya.com/press-release/kaseya-responds-swiftly-to-sophisticated-cyberattack-mitigating-global-disruption-to-customers/
https://www.kaseya.com/press-release/kaseya-responds-swiftly-to-sophisticated-cyberattack-mitigating-global-disruption-to-customers/
https://www.crowdstrike.com/blog/how-to-avoid-being-a-victim-of-a-msp-breach/
https://www.crowdstrike.com/blog/how-to-avoid-being-a-victim-of-a-msp-breach/
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THE HUMAN FACTOR
For organizations of any size, employee behavior — from oversharing on social media 

to clicking any link that comes their way — is a concern, and it is a definite risk factor 

for smaller organizations. In fact, an FBI Internet Crime Report showed that one of 

the top three means of ransomware infection was email phishing. Phishing is a type 

of cyberattack that uses email, SMS, phone or social media to entice a victim to share 

personal information — such as passwords or account numbers — or download a 

malicious file that will install a virus on their device. Targeted approaches like spear-

phishing — which focuses on specific individuals — via compromised emails are the 

primary point of entry for many ransomware attacks. Victims more often fall prey to 

opening these emails and clicking the links within since the sender appears to be a 

known entity from a trusted source, colleague or manager. 

KnowBe4 released results of its phishing email benchmarking report analyzing the 

phish-prone percentage (the probability that users are compromised via a phishing or 

social engineering attempt) and determined a 2020 baseline of 37.9%, up 8.3% from its 

2019 analysis. A 37.9% failure rate across organizations of all sizes represents a huge 

opportunity for cyber criminals.

HOW TO PROTECT AGAINST RANSOMWARE 
The U.S. Department of Homeland Security’s Cyber and Infrastructure Security 

Agency and the Multi-State Information Sharing and Analysis Center published a 

joint ransomware guide outlining additional measures organizations should take to 

understand and handle the threat of ransomware. The guide provides advice on how 

to protect against ransomware, prepare for a potential incident, and recover from an 

attack, and where to find help. It includes practical recommendations, from keeping 

systems patched and up-to-date, to training end users and creating and executing an 

incident response plan.

Keep in mind, while backups are a good defense, they must be protected as well, 

as they are often the first targets attackers prohibit access to or try to destroy in 

an environment. Making sure files are backed up, are properly secured and can be 

accessed separately, even in a compromised environment, is a standard precautionary 

measure and also effective for faster remediation in the event of a ransomware attack. 

Implementing proper employee training is also an essential practice to help keep 

your brand and your business secure. Keeping employees up to date on awareness 

practices — including not clicking links or downloading attachments from suspicious 

emails and checking email addresses of senders — is essential for reducing phishing 

entry attempts. Adopting an effective end to end protection solution is another 

key method to defend your organization. Fortunately, CrowdStrike provides next-

generation end to end protection to help SMBs flourish.

In fact, the FBI Internet 
Crime Report showed 
that one of the top three 
means of ransomware 
infection was email 
phishing.
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https://www.aha.org/other-cybersecurity-reports/2021-03-20-fbi-internet-crime-report-2020
https://www.knowbe4.com/press/new-knowbe4-benchmarking-report-finds-37.9-of-untrained-end-users-will-fail-a-phishing-test
https://www.cisa.gov/publication/ransomware-guide
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CROWDSTRIKE SOLUTIONS FOR SMALL  
AND MEDIUM-SIZED ORGANIZATIONS 
Because ransomware creators constantly shift their techniques, the CrowdStrike 

Falcon® next-generation end to end protection platform empowers small security teams, 

leveraging an array of complementary prevention and detection methods, including the 

following:

  IT hygiene for quick identification and elimination of malicious or noncompliant 

activity by providing unmatched real-time visibility into devices, users and applications 

within your network

  Machine learning for the prevention of both known and previously unknown or “zero-

day” ransomware without requiring updates

  Exploit blocking to stop the execution and spread of ransomware via unpatched 

vulnerabilities

  Indicators of attack (IOAs) to identify and block additional ransomware behaviors 

and protect against fileless and new categories of ransomware

  Automated threat analysis to immediately obtain all of the details about the 

ransomware found, including origin, attribution, similar families and IOCs (indicators of 

compromise)

  Zero Trust protection to understand behavioral data, limit the attack surface with 

segmentation, automate security tied to context, and continuously verify access with 

the least friction 

CrowdStrike offers various end to end protection packages to provide you with the right 

solution to match your security needs. For organizations that want expert management, 

threat hunting, monitoring and remediation done for them, Falcon Complete™ managed 

detection and response (MDR) delivers a 403% ROI with 100% confidence, with a best-

in-class breach prevention warranty of up to $1 million USD.

As headlines continue to remind us, ransomware remains a significant threat. 

CrowdStrike is committed to defending against ransomware by evolving and innovating 

its security technology to stay a step ahead of the most determined adversaries. A 

combination of elements is required to adequately protect your organization, including 

taking practical steps to align your security strategy with sound practices, and deploying 

the innovative, cloud-native, next-generation prevention and detection technology 

provided by the CrowdStrike Falcon platform.

ABOUT CROWDSTRIKE 
 
CrowdStrike Holdings, Inc. 
(Nasdaq: CRWD), a global 
cybersecurity leader, has redefined 
modern security with one of the 
world’s most advanced cloud-native 
platforms for protecting critical 
areas of enterprise risk – endpoints 
and cloud workloads, identity, and 
data. 
Powered by the CrowdStrike 
Security Cloud, the CrowdStrike 
Falcon® Platform leverages real-
time indicators of attack, threat 
intelligence, evolving adversary 
tradecraft and enriched telemetry 
from across the enterprise to 
deliver hyper-accurate detections, 
automated protection and 
remediation, elite threat hunting 
and prioritized observability of 
vulnerabilities. 

Purpose-built in the cloud 
with a single lightweight-
agent architecture, customers 
benefit from rapid and scalable 
deployment, superior protection 
and performance, reduced 
complexity and immediate time-to-
value.

CrowdStrike: We stop breaches. 

Follow us: Blog | Twitter | LinkedIn | 
Facebook | Instagram
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https://www.crowdstrike.com/resources/reports/total-economic-impact-of-crowdstrike-falcon-complete/
https://www.crowdstrike.com/
https://www.crowdstrike.com/blog/
https://twitter.com/CrowdStrike
https://www.linkedin.com/company/crowdstrike/mycompany/
https://www.facebook.com/CrowdStrike
https://www.instagram.com/crowdstrike/
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